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1. Introduction
Bridewell Consulting, a National Cyber Security Centre (NCSC) certified cyber security consultancy, was engaged to
undertake an overarching Independent Information Assurance Review (IIAR) of the security of the 2021 Census
Programme. It encompasses the people, process and technology used to deliver this, including the Census supply
chain, for the Office for National Statistics (ONS) and the Northern Ireland Statistics and Research Agency (NISRA).
This was in order to identify risks to Census systems, services and information for attention before the Census, and
to present an independent view of security maturity to stakeholders including the public.

1.1 The UK Census
1.1.1 Background and Context
The Census provides an unparalleled source of information about the situation of people throughout the UK in
respect of housing, household characteristics and many other matters. It enables the provision of statistics about
the population that are unavailable anywhere else. This information is of fundamental importance for the
formulation of policy, resource allocation, decision making, research, and outcome monitoring, not just by
Government, but also by businesses and the voluntary sector. It provides evidence that will help Government and
others identify areas of unfairness and inequality in our society. The data produced by the census are a vital tool
for meeting this need.
Citizen data will be processed electronically for Census 2021 to a greater extent than ever before and, as such,
security controls and the level of confidence and assurance regarding the handling and protection of citizens’ data
is of paramount importance. Nonetheless the paper returns and field force are a major component that have
security implications, and ultimately the digital records reside on physical media, so this review was required to be
full information assurance rather than cybersecurity only.
In the Census White Paper the UK Statistics Authority (UKSA) committed to adhering to all the applicable legislation
which includes the Data Protection Act 2018 and the confidentiality provisions of the Statistics and Registration
Service Act 2007. ONS also committed to a high standard of security and privacy using government-wide standards.
The Census is certain to receive some security attacks and incidents, whether malicious, accidental, targeted or
generally disruptive. The Census security teams in ONS and NISRA have taken this realistic view throughout and
adopted a risk-based approach, guided by the business appetite and external expertise.
The Census Programme has taken a phased approach to its implementation, including security, since it commenced
in 2015. This consisted of a series of tests and a formal rehearsal in 2019. Security implementation has continued
to the point where it is now fully assessed and audited.

1.1.2 ONS and NISRA Security
The approach for UK Census security consists of existing policies, procedures and technical controls within ONS and
NISRA, supplemented by additional policies, procedures and controls for Census specific services. There is a
developed security approach which articulates this, encompassing people, physical and technical aspects of Census
security, and tracing business goals and risks to Census components. This method is in line with security
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architecture good practice. A collaborative governance model exists whereby NISRA leverage a number of ONS
services, governed by Memorandums of Understanding (MoUs) and the Tripartite Security Working Group.
Cyber and Information Security planning for the UK 2021 Census commenced in 2015 with milestones in 2017 and
2019. Census 2021 is also part of a larger Transformation Programme, so the security perspective is not short term
but evolves from programme activity into operational activity over time.
There is a clear multi-level assurance regime in place for Census that follows up identified security risks and provides
accurate visibility of the security situation. As well as the Census security controls in place, this review also assessed
how comprehensive that assurance regime was, and how effectively it was in improving the Census’ security
posture.
External assurance is conducted by bodies including the UKSA and Infrastructure Projects Authority for
methodology and delivery, and UK Census Committee (UKCC) for legislative compliance. The Census updates the
UKSA board and shares details with the ONS Audit and Risk Assurance Committee. There has also been extensive
interaction with NCSC, Centre for the Protection of National Infrastructure (CPNI) and Government Digital Service
(GDS), as well as cyber security consultancies. Parts of the Northern Ireland Civil Service also assure NISRA.
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2. Scope
The scope of this review was Census 2021, not all of ONS and NISRA. The National Records Service in Scotland has
deferred the Scottish Census to 2022. The Census Programme is distinct from the Authorities’ Business As Usual.
However some Census security is inherited from the wider enterprise and Census has dependencies on it. Review
and findings therefore included enterprise-scale issues when necessary.
The following elements were in scope: systems, services and staff in ONS and NISRA supporting Census; Census
suppliers; physical and digital security.

2.1 Focus of Interest (FOI) Areas
After the 2019 Rehearsal several areas for particular security attention were identified. Between them they cover
the key Census services and lifecycle and are described as a Focus Of Interest. They are specifically identified and
used within ONS, but are also relevant to NISRA:






FOI 1 Census Data Collection – This relates to the infrastructure and systems capturing Census responses.
Suppliers – This relates to the various external organisations supporting Census directly.
FOI 2 Field Operations – This relates to the physical field force conducting household and other visits.
FOI 3 Data Processing – This relates to the infrastructure within ONS that will receive, store and process
Census data in the long term.
Event Management – This relates to the incident process and management of live operations.

2.2 Report Structure
This report has an Executive Summary and sections that introduce the methodology and summarise the entire
Census in Sections 1 to 5.
Material related to England and Wales only is in Section 6.
Material related to Northern Ireland only is in Section 7.
This report is an abridged version of a larger report shared with ONS and NISRA.
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3. Executive Summary
The robust fundamentals of architecture, design and baselines that were deployed for the 2019 rehearsal remain
in place and have continuously been assessed. The security maturity of Census solutions has continued to improve
with further time, investment and attention. There have been some changes to the Census design which required
a new security engagement but these changes have not diverged far from the expectations of the security team.
Over the course of two interim reports conducted during this 2020 assessment, a number of high and medium
findings were identified; however these do not feature in this final report because they have been resolved (or
additional evidence has been reviewed which has lowered their severity). No critical findings were identified during
the review.
There are 21 findings in this report and they are all of a Low or Informational level, indicating only sporadic
deficiencies and areas for improvement, e.g. a small number of corporate security policies requiring review, rather
than factors presenting a significant risk to Census security.
Overall, this assessment has concluded that both ONS and NISRA have comprehensive security programmes in
place designed to reduce the risk of compromise to the delivery of the Census and citizen data. The assessment
found that strong controls were also in place to detect and respond to threats that may impact the Census when it
is in live operation. This 2020 assessment has found that security controls in place have built upon and enhanced
those in place during the 2019 rehearsal.
ONS Findings
The below chart has grouped together all Census areas across ONS and is a holistic representation of all findings
and associated risk levels from across the Census.
Findings in this report related to ONS:

15
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5
0

Findings

Critical
0

Critical

High
0

Medium
0

Low
9

High

Medium

Low

Info
9

Info

These findings primarily concern not a missing security control but one that may not be optimised, fully up to date
or tested yet. The Informational findings indicate where further improvement is possible or where there was an
area of relative security weakness previously that has been resolved but could have legacy implications.
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NISRA Findings
The next chart groups all findings that are specific to NISRA, which means it concerns NISRA systems and processes
only, not those which it shares with ONS.
Findings in this report related to NISRA:
5

0

Findings

Critical
0

Critical

High
0

Medium
0

Low
1

High

Medium

Low

Info
2

Info

These findings primarily concern security features that remain to be tested and resilience rather than missing or
deficient security controls.
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4. Methodology
4.1 Phased Approach
The Census 2021 Independent Information Assurance Review was broken up into several assessment phases to
meet the assurance requirements for ONS and NISRA, ensuring that relevant activities were appropriately assessed.
The three assessment phases were: Governance and Management; Operational Security, Processes and Design;
and Security Assurance.
Once each assessment phase was completed, an interim report and preliminary findings were produced. This led
into a fourth phase, Remediation, where phase findings were reviewed to validate whether recommended
remedial action had been undertaken. Once the Remediation phase was complete, Bridewell Consulting drafted
this final report.

4.2 Industry Alignment
The assessment criteria comprised a blend of key selected controls, outcomes and good practice from security
industry recognised control frameworks, including ISO27001, the Cyber Security Framework, the Open Web
Application Security Project Software Assurance Maturity Model, the UK Security Policy Framework, NCSC
principles and other guidance. This ensured that the Census was being assessed against recognised good practice
but the assessment was not constrained by one specific framework.
For the Governance and Management phase, key requirements were taken from the UK’s Security Policy
Framework and ISO27001, which is an international standard for implementing an effective Information Security
Management System, to assess whether there is effective security governance in place across the 2021 Census
Programme.
For the Operational Security, Processes and Design phase, a tiered set of frameworks was selected to drive the
assurance activity and these were:
National Institute of Standards and Technology Cyber Security Framework (NIST CSF) – A widely adopted holistic
framework that covers the range of security controls and translates well to public sector services. Using the NIST
CSF allows ONS and NISRA to understand the security controls in place within the multiple environments.
Open Web Application Security Project (OWASP) Software Assurance Maturity Model (SAMM) – an industry
leading assurance framework for secure software development covering the processes used for Continuous
Integration (CI), Continuous Development (CD) and live services. The OWASP SAMM provides an effective and
measurable way for ONS and NISRA to understand their software security posture and development processes. It
is particularly relevant because much of the Census is in a software-defined and DevOps environment.
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4.3 Assessment Techniques
The assessments were conducted remotely using video conferencing and followed a blended approach of
document review, screen sharing and interviews with key stakeholders. During the assessment window there were
also further follow-up questions to validate understanding of specific areas and controls. The assessment lasted for
three months so included point-in-time assessments as well as observing change.
The assessments employed an evidence-based approach to ensure a robust, repeatable and auditable approach
for each phase of the assessment. Evidence sampled included documentation, screenshots and following up on
findings from the 2019 rehearsal. More detail is available at Appendix A – Assessment Methodology.

4.4 Maturity Levels & Risk Ratings
The approach for delivering the review was to assess the core domains within scope of each assessment phase and
establish their levels of control maturity. This maturity then provides a level of confidence in the effectiveness of
security safeguards. Any identified findings were allocated a risk rating from Critical to Informational so that
stakeholders could analyse and address these.
The findings were also assigned to the most applicable Focus Of Interest, or ‘Census-wide’ for findings that impact
all FOIs.
The scoring in use is as follows. Detailed definitions are at Appendix A – Assessment Methodology.

Security Maturity

Risk Rating
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5. Collective Census Assessment Overview
This section of the report provides the aggregated Maturity Levels, to provide a single level of maturity across the
Census Programme for ONS and NISRA. Individual Maturity Levels assigned to specific FOI's referenced in Section
2.1 were taken into account and were combined to provide a programme wide maturity level for each core function
of the security programme.

5.1 Control Maturity Overview
Security maturity is a way to represent the overall quality and coverage of security controls and to indicate a level
of confidence in their effectiveness. A high level indicates higher confidence. The maturity should be proportionate
to the organisation’s risk appetite for security measures to be considered appropriate and value for money.
To gain an overall view of the security of the programme, two standard frameworks were used that can assess
information security and practices in a measurable way. The first takes a holistic view of information security and
describes the five main functions that any successful security programme performs. The second is more narrowly
focused at the maturity of software development practices which have been prominent in Census design and ways
of working. The two frameworks below are explained in more detail in Appendix A.

Identify
5
4
3
2

Recover

Protect

1
0

Respond

NIST CSF – The assessment determined that the Census
was generally operating at a Maturity Level of 4
(Measured), as core security controls are established
across the programme, commensurate to the threats
faced. There are opportunities to optimise controls to
achieve a Level 5 but can be viewed as further
optimisation rather than deficiencies.

Detect

Fig.1: NIST CSF Maturity

PAGE 11

Governance
5
4
3
2

Operations

1

Design

0

Verification

Implementation

Fig. 2: OWASP SAMM Maturity
Fig.2: OWASP SAMM Maturity

OWASP SAMM – Consistent scoring
again indicates all-round security without
major weak links.
Design was assessed to be highly mature.
Operations was rated somewhat lower
for the same reasons as Detect and
Recover, in the NIST CSF above, which is
because these were the area’s most in
flux during the assessment due to the
testing timetable and fine-tuning
detection.
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5.2 Collective Census Overview - Findings
The assessment did not identify any Critical findings. Any High or Medium findings that were identified during the
assessment were remediated or reduced in severity over the course of the review.
The remaining Low severity and Informational findings are evenly split between people, process and technology,
which indicates that Census has taken a holistic approach to security.
These findings are either observations of where there are unfinished security controls or where some potential risk
could emerge. Most will be addressed by existing action plans before the Census; some are new and ONS and NISRA
will have to triage and manage these as new risks.
The distilled findings are included in this report but the technical detail that supports these findings, which is in the
full internal report, is not repeated here because of the length and level of detail that it would introduce.
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5.2.1 Census-Wide
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There are three Low severity findings and three Informational findings.

5.2.2 FOI 1 – Census Data Collection
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There are two Low severity findings.

5.2.3 Suppliers
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There is one Low severity finding.
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5.2.4 FOI 2 – Field Operations
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There is one Low severity finding and two Informational findings.

5.2.5 FOI 3 – Data Processing
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There are two Informational findings.

5.2.6 Event Management
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There are two Low severity and two Informational findings.
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5.2.7 NISRA-specific findings
5
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There is one Low severity and two Informational findings.
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6. ONS Assessment Detail
This section of the report provides detail on frameworks and associated controls that formed part of the
assessment.

6.1 Governance and Management
This section of the report reflects the Governance and Management review which used key selected controls,
outcomes and good practice within the UK Security Policy Framework (SPF), ISO 27001 and UK National Cyber
Security Centre guidance, to assess whether there are effective security governance and management controls in
place across the 2021 Census Programme. This provides the ONS with a clear understanding of the capability and
maturity within each of the core domains which, where appropriate, will provide a pathway for improving maturity
and making measurable improvements to their working practices across each domain. Each maturity rating is a
holistic assessment across all ONS FOIs.
The overall security maturity was assessed as follows:
Governance
5
4

Personnel &
Physical

3
2

Risk
Management

1
0

Security
Culture

Data
Protection
Supply Chain

Fig. 3: ONS Governance and Management maturity
The review was broken down into the following six core domains:
1. Governance and Management
Governance and management relates to how ONS controls, communicates and manages information
security risk management activities related to Census data and assets.
2. Risk Management
Risk management relates to how ONS assesses what could happen and what the consequences might be,
and helps ONS determine what should be done and when to reduce risk related to Census data and assets
to an acceptable level.

PAGE 17

3. Data Protection and Information Asset Management
Data protection and information asset management relates to how ONS controls and manages information
(personal and non-personal) related to Census data and assets.
4. Supply Chain Security
Supply chain security relates to how ONS controls and manages risk to Census data and assets presented
by its third party suppliers.
5. Security Culture & Awareness
Security culture & awareness relates to how ONS provides employees, contractors and other individuals
with appropriate guidance and information to ensure that they are aware of their responsibilities for
handling Census data and assets appropriately.
6. Personnel & Physical Security
Personnel & physical security relates to how ONS protects people and Census related data and assets from
damage or harm.

6.1.1 Governance
Good Governance is defined as key security outcome within the Security Policy Framework (SPF). ONS has
demonstrated effective and robust governance arrangements are in place for Census to meet the requirements
within the SPF.
Security governance structure – Maturity level: Measurable
Board-level oversight of security compliance and auditing processes – Maturity Level: Measurable
Arrangements to determine and satisfy themselves that delivery partners, service providers and third party
suppliers, apply proper security controls – Maturity Level: Optimised
In addition to meeting the SPF Good Governance Security Outcome, the evidence reviewed during the assessment
also demonstrates that ONS has effective controls in place to meet leadership requirements within ISO27001 clause
5, specifically 5.1 (leadership and commitment) and 5.3 (organisational roles, responsibilities, and authorities).
Further to the leadership requirements within ISO27001 clause 5, the assessment also reviewed controls within
ISO27001 related to governance and management.

6.1.2 Risk Management
Risk Management is defined as key security outcome within the SPF. Risk management for Census 2021 at ONS is
assessed as being well defined and operating effectively, with appropriate identification, assessment, treatment,
ownership and reporting to enable ONS to make informed, practical and effective business enabling decisions.
Mature understanding of the security risks, where appropriate this will be informed by the National Technical
Authorities – Maturity Level: Measurable
A clearly communicated set of security policies and procedures, which reflect business objectives to support
good risk management – Maturity Level: Implemented
Mechanisms and trained specialists to analyse threats, vulnerabilities, and potential impacts which are
associated with business activities – Maturity Level: Measurable
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Arrangements to determine and apply cost-effective security controls to mitigate the identified risks within
agreed appetites – Maturity Level: Measurable
Assurance processes to make sure that mitigations are, and remain, effective – Maturity Level: Measurable
In addition to meeting the SPF Risk Management Security Outcome, the evidence reviewed during the assessment
also demonstrates that ONS has effective controls in place to meet Planning and Operation requirements within
ISO27001 clauses 6 and 8, specifically 6.1.2 (information security risk assessment), 6.1.3 (information security risk
treatment), 8.1 (operational planning and control), 8.2 (information security risk assessment) and 8.3 (information
security risk treatment).

6.1.3 Data Protection & Information Asset Management
Information is defined as a key security outcome within the SPF as the security of information is essential to
effective operations and public confidence. ONS has demonstrated effective Data Protection and Information Asset
Management controls in place to meet the requirements within the SPF.
Staff who are well trained to exercise good judgement, take responsibility and be accountable for the
information they handle, including all partner information – Maturity Level: Implemented
Mechanisms and processes to ensure assets are properly classified and appropriately protected – Maturity Level:
Measurable
Confidence that security controls are effective and that systems and services can protect the information they
carry. There will be an overarching programme of information assurance driven by the Board – Maturity Level:
Measurable
In addition to the SPF Information Security Outcome, the evidence reviewed during the assessment also
demonstrates that ONS has effective controls in place to meet ISO27001 control objectives within A.8 and A.18
related to asset management and data protection.

6.1.4 Supply Chain Security
Good Governance is defined as key security outcome within the SPF. ONS has demonstrated that effective and
robust governance arrangements related to supply chain security are in place for the Census to meet the
requirements within the SPF.
Arrangements to determine and satisfy themselves that delivery partners, service providers and third party
suppliers, apply proper security controls – Maturity Level: Optimised
In addition to the SPF Good Governance Supplier Security Outcome, the evidence reviewed during the assessment
also demonstrates that ONS has effective controls in place to meet ISO27001 control objectives within A.15 related
to Information security in supplier relationships.
NCSC supply chain guidance - The ONS Census Supplier Assurance process was also reviewed against the twelve
principles within the NCSC supply chain guidance1 and effectively meets all principles related to (i) understanding
the risks, (ii) establishing control, (iii) checking your arrangements, and (iv) continuous improvement.

1

https://www.ncsc.gov.uk/collection/supply-chain-security
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6.1.5 Security Culture & Awareness
Culture and awareness is defined as key security outcome within the SPF. ONS has demonstrated effective culture
and awareness activities are in place for Census to meet the requirements within the SPF.
Culture and Awareness – Maturity Level: Measurable
In addition to meeting the SPF Culture and Awareness Security Outcome, the evidence reviewed during the
assessment also demonstrates that ONS has effective controls in place to meet ISO27001 control objective A.7.2.2
related to information security awareness, education and training to ensure that employees and contractors are
aware of and fulfil their information security responsibilities.

6.1.6 Personnel and Physical Security
Personnel Security is defined as key security outcome within the SPF. ONS has demonstrated effective personnel
security activities are in place for employees and contractors working on the Census to meet the requirements
within the SPF.
Personnel Security – Maturity Level: Measurable
In addition to meeting the SPF Personnel Security Outcome, the evidence reviewed during the assessment also
demonstrates that ONS have effective controls in place to meet ISO27001 control objectives related to human
resource security specifically A.7.1.1 (screening), A.7.1.2 (terms and conditions of employment), and 7.3.1
(Termination or change of employment responsibilities) to ensure that employees and contractors understand their
responsibilities and are suitable for the roles for which they are considered and that confidentiality responsibilities
and duties that remain valid after termination or change of employment shall be defined, communicated to the
employee or contractor and enforced.
Physical Security – Maturity Level: Measurable
In addition to meeting the SPF Physical Security Outcome, the evidence reviewed during the assessment also
demonstrates that ONS has effective controls in place to meet ISO27001 control objectives related to physical and
environmental security, specifically A.11.1.1 (physical security perimeter), A.11.1.2 (physical entry controls) and
A.11.1.3 (securing offices, rooms and facilities) to prevent unauthorised physical access, damage and interference
to Census information and information processing facilities.
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6.2 Security Operations and Design
6.2.1 NIST Cyber Security Framework (CSF)
The NIST CSF is industry-standard guidance, based on existing standards
and practices for organisations to better manage and reduce
cybersecurity risk. It was designed to foster clear communication of risk
and cybersecurity management for both internal and external
organisational stakeholders, especially in a critical national infrastructure
setting.

5
4
3
2
1
0

Fig. 4 – NIST CSF Census Maturity – ONS

6.2.1.1

Identify – Maturity Level: Measurable

ONS has demonstrated effective understanding of their environments. Elements of business
environment and risk are covered above. There is a Configuration Management Database
(CMDB) and a high standard of logical asset tracking, as well as tagging of physical and virtual
assets by the service management enterprise. An asset owner is assigned to ingested data, if not already allocated.
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6.2.1.2

Protect – Maturity Level: Implemented

ONS has demonstrated effective protection safeguards for data applications and infrastructure.
Census systems were found to use least privilege and privileged accounts are limited to the
respective domain and project, and the number of privileged accounts is explicitly minimised. 2
Digital identities are created and ‘bootstrapped’ with in-person authentication and management approval steps.
This mitigates the potential of false user accounts. Security controls such as Multi-Factor Authentication (MFA) are
in use.
Census survey responses are encrypted and data in transit outside trusted environments is all over Virtual Private
Network (VPN) or a secure version of Transport Layer Security (TLS). VPN settings were reviewed and these use a
NCSC-recommended protocol and ciphers.3 More than one firewall supplier is used and ONS corporate email uses
leading technology for confidentiality, authentication and anti-spoofing. This is enhanced by use of NCSC’s
MailCheck.
Further practices and technologies including a mature System Development Life Cycle (SDLC), segregation of
environments, vulnerability scanning, Data Loss Prevention (DLP) and security baselines were assessed and are in
use.

6.2.1.3

Detect – Maturity Level: Implemented

ONS has demonstrated effective detection measures for the Census. A baseline of ONS network
operations is provided by Network Intrusion Detection with well established thresholds. There are
also processes in place to detect anomalies in paper returns. An effective Security Operations
Centre (SOC) is in place. As proven in the rehearsal, the SOC can monitor for anomalous commands sent to the
backend as well as expected public facing anomalies. It can detect events and rule out false positives and such
hoaxes as the LulzSec incident in 2011.4
The Operational Security team have been continuously improving detection procedures. The raising of an incident
ticket follows the Security Event Management guidance.

6.2.1.4

Respond – Maturity Level: Measurable

There are well developed response measures in place. Incident management has been
operational since summer 2020 and was able to incorporate initial lessons learned into the
Procedure. There is a recognized command post for Census incidents and clear separation of

2

Excessive access rights were a deficiency identified in the USA 2020 Census, OIG Final Report, 7 Jan 2021, p.9:
https://www.oig.doc.gov/OIGPublications/OIG-21-018-A.pdf.
3
https://www.ncsc.gov.uk/collection/mobile-device-guidance/virtual-private-networks.
4
Investigation and auditing was able to confirm that the LulzSec incident in 2011 was a hoax. Census General Report for England and
Wales, p.169.
https://www.ons.gov.uk/file?uri=/census/2011census/howourcensusworks/howdidwedoin2011/2011censusgeneralreport/2011census
generalreportforenglandandwalesfullreport_tcm77-384987.pdf.
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responsibilities in the Incident Management Procedure. The SOC have a set of defined playbooks for likely security
incident types. There are measures in place to investigate complex incidents in a timely manner.
Security staff are represented on all commands and have been involved with incident managers in pre-populating
Resolver Groups for all incident types to save time in the event and ensure security representation. There has been
consideration of internal and external communications.

6.2.1.5

Recover – Maturity Level: Implemented

The Census Programme is being supported by a backup solution. Service areas have been drawing
up Business Impact Analysis and Contingency Action Plans in line with BCI’s Good Practice
Guidelines.5 Technical BC/DR was being tested under realistic load and data flows.6

6.2.2 OWASP SAMM (Software Assurance Maturity Model)
The SAMM is an effective and measurable way to analyse and improve a secure development lifecycle. SAMM
supports the complete software lifecycle and is technology and process agnostic. Since most of the Census uses
DevOps techniques and has software-defined infrastructure, infrastructure- and policy-as-code, this framework is
applicable. It is evolutive and risk-driven in nature. There are five business functions which are supported by three
more detailed practices. Version 2 was used for this assessment.

Fig. 5 – The OWASP SAMM
5
6

https://www.thebci.org/news/exploring-the-good-practice-guidelines-2018-edition-analysis-pp3.html.
Correspondence with Head of Test, 16 December 20.
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6.2.2.1

Governance – Maturity Level: Measurable

The Programme Plan demonstrated that as part of the overall plan security
activities had been estimated, decomposed into increments with milestones,
and dependencies and understood. As per GDS good practice7 continuous
planning and dashboards are in use.
Policies to govern software development explicitly incorporate suitable best practice standards (OWASP, NCSC,
ISF). GDS Digital Standards are used in all new projects or systems acquisition.8 These measures are aggregated into
broader status reports about security implementation which are regularly reviewed by Programme Boards. Noncompliance is followed up using risk registers.
ONS workplace culture has been addressed in 2020 to optimise secure activity in the cloud, as showcased in the
public sector press.9 Security representatives of appropriate seniority attend project boards, as well as full time
security advisors being embedded in projects.

6.2.2.2

Design – Maturity Level: Optimised

Threat intelligence arrives from multiple sources. The SOC pass it on to the
Risk Advisor group who ensure the business is aware. This ensures a timely
response to new vulnerabilities. Both commodity threats to Census and
elevated ones have been considered.
Technical implications from COVID-19 are under regular consideration, tri-partite scenario planning has occurred,
approved by UKSA10 and summarised online.11 This includes a possible requirement for digital-only Census, which
will terminate some field threats but increase survey data collection threats.
Distributed Denial of Service (DDoS) protection has been considered and is being tested in Operational Acceptance
Testing in January 2021.12 This work is being done in conjunction with content delivery experts. A threat intelligence
exercise will also understand what size and shape of DDoS attack could impact the Census infrastructure.

7

Government Digital Service Manual, Measuring and Reporting Progress https://www.gov.uk/service-manual/agile-delivery/measuringreporting-progress.
8
ONS-applied ISO 27001 security controls.
9
https://www.gov.uk/government/case-studies/how-ons-changed-workplace-culture-to-get-the-best-out-of-cloud.
10
Minutes of UKSA board, April 2020, https://uksa.statisticsauthority.gov.uk/wp-content/uploads/2020/06/Authority-Board-Minutesand-Papers-30-April-2020-P.pdf.
11
https://www.ons.gov.uk/census/censustransformationprogramme/censusdesign/operationalplanningresponsetothecoronaviruscovid
19forcensus2021englandandwales.
12
DDoS and the response to it disrupted the Australian Census 2016 for 40 hours. News report link:
https://www.abc.net.au/news/2016-08-10/census-night-how-the-shambles-unfolded/7712964?nw=0.
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6.2.2.3

Implementation – Maturity Level: Measurable

The build process for each component within the collection environment is
fully automated, using a Continuous Integration and Development (CI/CD)
tool. There are multiple Quality Gates13 and regression testing reduces the
likelihood of defects being introduced. Incidents, near misses and problem
management have been feeding back into proposed changes.

6.2.2.4

Verification – Maturity Level: Measurable

Census 2021 will use the same front ends that absorb the largest DDoS
attacks on the web on Open Systems Interconnection (OSI) layers 1-4. There
is also protection in place on HTTPS load balancers. Integrity of Census data
has also been considered end-to-end and is being mitigated by use of hashes
at key stages.
End to end Census service testing started on schedule in October 2020 and red-teaming was completed. NonFunctional Testing had a large date window to accommodate the required tests.

6.2.2.5

Operation – Maturity Level: Measurable

Software and devices have unneeded functionality removed and were
tested. Secure erasure and eventual disposal of the physical infrastructure
that has hosted data has been addressed by the use of logistics suppliers.

13

The role of in-series testing: https://www.ncsc.gov.uk/collection/developers-collection/principles/continually-test-your-security.
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6.3 Security Assurance
6.3.1 Assurance Design
The Census has taken a multi-level approach to security assurance that incorporates internal first-level assurance,
Programme and ONS-wide level and a large amount of external review.
External Assurance is conducted by the UKSA and MPA for methodology and delivery, and UK Census Committee
(UKCC) for legislative compliance. The Census updates the UKSA board and shares details with the Audit and Risk
Assurance Committee (ARAC). There has also be extensive interaction with NCSC and CPNI and GDS, as well as
cyber security consultancies.
Security is involved in change control both in design change and operations: multiple cases were evidenced of new
or changed SaaS services undergoing a security assurance review, and the Operational Change Procedure
incorporates Security Impact Assessors.
There has been a rigorous standard of testing applied with all the available industry-standard stages of testing in
use, both devolved and centrally. System Acceptance Testing was added as a discretionary extra layer of assurance,
as were the Quality Gates. Security also maintains reporting dashboards to assure the Citizen Journeys which track
delivery and mitigations status for those most likely user interactions. This has kept security effort concentrated on
most likely business flows.
Security assurance practices include vulnerability assessments, penetration tests and manual review. This is as well
as the Risk Advisor Assurance Statements which are the expert opinion of a security professional embedded in
projects. There are opportunities for more automated tests.

6.3.2 Assurance Effectiveness:
6.3.2.1

FOI 1 – Census Data Collection

The Government Digital Service (GDS) gave a positive review of the digital components in October 2020.14 The IT
Health Check for the census.gov.uk website assessed it with a range of web application security tools and
identified only three low risk issues. This promotes a high degree of confidence in the security of the Census
domain.

6.3.2.2

Suppliers

IT Health checks were ongoing between August and December 2020, and physical security visits were taking place
during this review. The triage of which suppliers to visit and to Penetration Test is in line with the Census’ Security
Assurance Framework, physically assuring suppliers that were new or had changed location or service since the
rehearsal visit.
The Security Assurance Programme is used for both external suppliers and internally delivered business units. This
ensures consistent and fair management of Census dependencies. The process is as follows:

14

UKSA Board Minutes, 29 Oct 2020, https://uksa.statisticsauthority.gov.uk/wpcontent/uploads/2020/12/FINAL_Authority_Board_Minutes_and_Papers_29_October_2020.pdf.
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Fig. 6 The Census security assurance programme approach
Supplier auditing occurs on a regular cycle and Security Assurance Governance meetings review and approve
security assurance statements.
This overall approach addresses the 12 Supply Chain Security Principles that the NCSC has published. 15 As can be
seen, Census does have safeguards in place that correspond to each of the principles.

6.3.2.3

Assurance Reports

To close ITHC findings, the security team commissions retests or stores evidence of remediations. Retests were
provided and evidence was seen how high and medium risks are listed as risks in the ticketing tool, and closed off
once evidence is received or retested.

15

https://www.ncsc.gov.uk/collection/supply-chain-security/principles-supply-chain-security.
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7. NISRA Assessment Detail
This section of the report provides detail on frameworks and associated controls that formed part of the
assessment.

7.1 Governance and Management
This report reflects the Governance and Management review which used key selected controls, outcomes and good
practice within the UK Security Policy Framework, ISO 27001 and UK National Cyber Security Centre guidance, to
assess whether there are effective security governance and management controls in place across the 2021 Census
Programme. This provides NISRA with a clear understanding of the capability and maturity within each of the core
domains which, where appropriate, will provide a pathway for improving maturity and making measurable
improvements to their working practices across each domain. Transparent process and management is also a
principle of the Trustworthiness pillar of the UK Code of Practice for Statistics.16
The overall security maturity was assessed as follows:
Governance
5
4

Personnel &
Physical

3
2

Risk
Management

1
0

Security
Culture

Data
Protection
Supply Chain

Fig. 7 – NISRA Governance and Management Maturity
The review was broken down into the following six core domains:
Governance and Management
Governance and management relates to how NISRA controls, communicates and manages information security risk
management activities related to Census data and assets.
Risk Management
Risk management relates to how NISRA assesses what could happen and what the consequences might be, and
helps NISRA determine what should be done and when to reduce risk related to Census data and assets to an
acceptable level.

16

https://code.statisticsauthority.gov.uk/the-code/trustworthiness/,
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Data Protection and Information Asset Management
Data protection and information asset management relates to how NISRA controls and manages information
(personal and non-personal) related to Census data and assets.
Supply Chain Security
Supply chain security relates to how NISRA controls and manages risk to Census data and assets presented by its
third party suppliers.
Security Culture & Awareness
Security culture & awareness relates to how NISRA provides employees, contractors and other individuals with
appropriate guidance and information to ensure that they are aware of their responsibilities for handling Census
data and assets appropriately.
Personnel & Physical Security
Personnel & physical security relates to how NISRA protects people and Census related data and assets from
damage or harm.

7.1.1 Governance & Management
Good Governance is defined as key security outcome within the SPF. NISRA has demonstrated effective and
proportionate governance arrangements are in place for Census to meet the requirements within the SPF.
Security governance structure – Maturity Level: Measurable
Board-level oversight of security compliance and auditing processes – Maturity Level: Measurable
Arrangements to determine and satisfy themselves that delivery partners, service providers and third party
suppliers, apply proper security controls – Maturity Level: Optimised
In addition to meeting the SPF Good Governance Security Outcome, the evidence reviewed during the assessment
also demonstrates that NISRA has effective controls in place to meet leadership requirements within ISO27001
clause 5, specifically 5.1 (leadership and commitment) and 5.3 (organisational roles, responsibilities, and
authorities). Further to the leadership requirements within ISO27001 clause 5, the assessment also reviewed
controls within ISO27001 related to governance and management.
It is recognised that Security resourcing for Census is proportionate to the size of the organisation and there are
records of the tasks assigned to each staff member.

7.1.2 Risk Management
Risk Management is defined as key security outcome within the SPF. Risk management for Census 2021 at NISRA
is assessed as operating effectively, with appropriate identification, assessment, treatment, ownership and
reporting to enable NISRA to make informed, practical and effective business enabling decisions.
Mature understanding of the security risks, where appropriate this will be informed by the National Technical
Authorities – Maturity Level: Measurable
A clearly communicated set of security policies and procedures, which reflect business objectives to support
good risk management – Maturity Level: Measurable
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Mechanisms and trained specialists to analyse threats, vulnerabilities, and potential impacts which are
associated with business activities – Maturity Level: Measurable
Arrangements to determine and apply cost-effective security controls to mitigate the identified risks within
agreed appetites – Maturity Level: Measurable
Assurance processes to make sure that mitigations are, and remain, effective – Maturity Level: Measurable
In addition to meeting the SPF Risk Management Security Outcome, the evidence reviewed during the assessment
also demonstrates that NISRA has effective controls in place to meet Planning and Operation requirements within
ISO27001 clauses 6 and 8, specifically 6.1.2 (information security risk assessment), 6.1.3 (information security risk
treatment), 8.1 (operational planning and control), 8.2 (information security risk assessment) and 8.3 (information
security risk treatment).

7.1.3 Data Protection & Information Asset Management
Information is defined as key security outcome within the SPF as the security of information is essential to effective
operations and public confidence. NISRA has demonstrated effective Data Protection and Information Asset
Management controls in place to meet the requirements within the SPF.
Staff who are well trained to exercise good judgement, take responsibility and be accountable for the
information they handle, including all partner information – Maturity Level: Measurable
Mechanisms and processes to ensure assets are properly classified and appropriately protected – Maturity Level:
Measurable
Confidence that security controls are effective and that systems and services can protect the information they
carry. There will be an overarching programme of information assurance driven by the Board – Maturity Level:
Measurable
In addition to the SPF Information Security Outcome, the evidence reviewed during the assessment also
demonstrates that NISRA has effective controls in place to meet ISO27001 control objectives within A.8 and A.18
related to asset management and data protection.

7.1.4 Supply Chain Security
Good Governance is defined as key security outcome within the SPF. NISRA has demonstrated effective and robust
governance arrangements related to supply chain security are in place for Census to meet the requirements within
the SPF.
Arrangements to determine and satisfy themselves that Delivery Partners, service providers and third party
suppliers, apply proper security controls – Optimised
In addition to the SPF Good Governance Supplier Security Outcome, the evidence reviewed during the assessment
also demonstrates that, while NISRA is largely reliant on ONS for assurance related to Census delivery partners,
service provers and third party suppliers, effective controls are in place to meet ISO27001 control objectives within
A.15 related to Information security in supplier relationships.
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7.1.5 Security Culture & Awareness
Culture and Awareness is defined as key security outcome within the SPF. NISRA has demonstrated effective culture
and awareness activities are in place for Census to meet the requirements within the SPF.
In addition to meeting the SPF Culture and Awareness Security Outcome, the evidence reviewed during the
assessment also demonstrates that NISRA has effective controls in place to meet ISO27001 control objective A.7.2.2
related to information security awareness, education and training to ensure that employees and contractors are
aware of and fulfil their information security responsibilities.

7.1.6 Personnel and Physical Security
Personnel Security is defined as key security outcome within the SPF. NISRA has demonstrated effective personnel
security activities are in place for employees and contractors working on Census to meet the requirements within
the SPF.
Personnel Security – Maturity Level: Measurable
In addition to meeting the SPF Personnel Security Outcome, the evidence reviewed during the assessment also
demonstrates that NISRA has effective controls in place to meet ISO27001 control objectives related to human
resource security specifically A.7.1.1 (screening), A.7.1.2 (terms and conditions of employment), and 7.3.1
(Termination or change of employment responsibilities) to ensure that employees and contractors understand their
responsibilities and are suitable for the roles for which they are considered and that confidentiality responsibilities
and duties that remain valid after termination or change of employment shall be defined, communicated to the
employee or contractor and enforced.
Physical Security – Maturity Level: Measurable
Physical Security is defined as key security outcome within the SPF. NISRA has demonstrated effective physical
security activities are in place for sites related to Census to meet the requirements within the SPF.
In addition to meeting the SPF Physical Security Outcome, the evidence reviewed during the assessment also
demonstrates that NISRA has effective controls in place to meet ISO27001 control objectives related to physical
and environmental security, specifically A.11.1.1 (physical security perimeter), A.11.1.2 (physical entry controls)
and A.11.1.3 (securing offices, rooms and facilities) to prevent unauthorised physical access, damage and
interference to Census information and information processing facilities.
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7.2 Security Operations and Design
7.2.1 NIST CSF
The NIST CSF is industry-standard guidance, based on existing standards
and practices for organisations to better manage and reduce
cybersecurity risk. It was designed to foster risk and cybersecurity
management communications amongst both internal and external
organisational stakeholders, especially in a critical national
infrastructure setting.

5
4
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2
1
0

Fig. 8 – NIST CSF Census Maturity – NISRA

7.2.1.1

Identify – Maturity Level: Measurable

NISRA has demonstrated effective understanding of its environments. Elements of business
environment and risk are covered above. Applications and assets are inventoried on the Systems
Register with detailed metadata. With the relatively small ecosystem of which suppliers are also
in NICS, NISRA was able to demonstrate effective supplier assurance, risk management and
effective enforcement of contractual obligations.
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7.2.1.2

Protect – Maturity Level: Measurable

NISRA has demonstrated effective protection safeguards for data applications and infrastructure.
The usage of least functionality and minimum access is evident, servers have encryption at rest
enabled and the IT supplier enforces commercial-grade encryption in transit. The data link
between ONS and NISRA is encrypted and over a trusted network.
DMARC email security has been applied in for anti-spoofing and during the course of this review a suitable
quarantine setting was applied. NCSC’s Mail Check is also in use.

7.2.1.3

Detect – Maturity Level: Implemented

NISRA has demonstrated effective detection measures for the Census. The IT supplier conducts
vulnerability scanning on the NISRA servers and provided up to date antimalware and detection
data. NISRA Census staff will also be monitoring the intelligence generated from web analytics to
spot issues in live operations.

7.2.1.4

Respond – Maturity Level: Implemented

There are well developed response measures in place and a Data Breach Management Plan. NISRA
has attended all relevant wargaming and incident planning exercises.

7.2.1.5

Recover – Maturity Level: Implemented

Services are able to re-boot and fail over to a mirrored site in a timely manner. NISRA Census
leadership have been engaging with the IT supplier to negotiate system changes and downtime
around the time of the Census. NISRA have a Press Office and have contracted an advertising
agency and have processes for updating public and internal staff on recovery activities if required.
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7.2.2 OWASP SAMM (Software Assurance Maturity Model)
SAMM is an effective and measurable way to analyse and improve a secure development lifecycle. SAMM supports
the complete software lifecycle and is technology and process agnostic. It is evolutive and risk-driven in nature.
There are five business functions which are supported by three more detailed practices. Version 2 was used for this
assessment. A diagram is available in section 6.2.2.

7.2.2.1

Governance – Maturity Level: Measurable

Since April 2015 the monthly Census Operations Board has been meeting and
receives a security report on each meeting. The tempo of meetings in
increasing in the approach to Census.
The IT supplier that maintains NISRA infrastructure adopts the recognised
Information Technology Infrastructure Library (ITIL) approach and is certified as meeting the requirements of ISO
20000 Service Management.

7.2.2.2

Design – Maturity Level: Measurable

NISRA has engaged the services of CPNI and NCSC to model threats to their
secure processing area and assets supporting assets. All accreditations in
NISRA include a business impact and threat assessment which is compliant
with HMG Standards and Good Practice Guides (GPGs) and GPG No. 47,
Information Risk Management.
The principles for system design include using a Risk-Based Approach to Security, and Controlling Technical
Diversity.17 Standard, tested components were used which are cost effective and able to be updated easily.

7.2.2.3

Implementation – Maturity Level: Measurable

NISRA has engaged with ONS to be able to make changes to shared systems
where there is a defect or deficiency affecting NI. This is a lesson learned
from the rehearsal18 A DoF Internal Auditor review will have covered
effectiveness of Exception and Control Reporting in the internally developed
application.

17

NICS Enterprise Architecture Principles, https://www.financeni.gov.uk/sites/default/files/publications/dfp/NICS%20Enterprise%20Architecture-print%20web.pdf
18
Rehearsal Evaluation, p.12. https://www.nisra.gov.uk/sites/nisra.gov.uk/files/publications/2019-census-rehearsal-evaluation.pdf
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7.2.2.4

Verification – Maturity Level: Measurable

The Director of Census NI has been involved in the test process and NISRA
priorities were increasingly integrated with ONS test from November 2020.
There are daily test meetings with the ONS test managers and fortnightly
meeting with the ONS functional test lead. NISRA has access to the main ONS
tests and reports, and progress reports are prepared regularly for the Census
Operations Board.

7.2.2.5

Operation – Maturity Level: Measurable

For NISRA devices managed by NICS, a Baseline Control Set is in use,
informed by HMG IA Standard Nos. 1&2 Supplement Technical Risk
Assessment and Risk Treatment. Software updates are applied to servers
on a regular basis and the process includes pre- and post-patching reports
by a service management product.
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7.3 Security Assurance
The assurance regime that follows up on security risks and provides accurate visibility of the security situation was
found to be working well, feeding back appropriate information to stakeholders and delivering security
improvements.

7.3.1 Assurance Design
NISRA has published its approach to assurance for the Census. This comprises the recommended three lines of
defence model: Internal oversight; External assurance (NI Civil Service); and Formal external assurance (e.g.
Demographic Statistics Advisory Group).
NISRA also updates the UKSA board and there has been extensive interaction with NCSC, CPNI, GDS and the NI
Government security, in the framework of the NICS Information Assurance Policy.

7.3.2 Assurance Effectiveness
7.3.2.1

Census Overall

There is strong evidence that security and privacy were always involved in design, procurement and change control
in NISRA Census. A range of security testing has been used, with external ITHCs, internal monitoring and the ONScoordinated overall test programme.
NISRA assets are assessed for security vulnerabilities on a regular basis, the results of which are circulated and
managed as risks where necessary.
Impact assessments and internal assurance activities such as inspections by the accreditor and auditor indicate the
assurance regime is working effectively.

7.3.2.2

Assurance Reports

Only Low and Informational findings were discovered in the ITHCs and these have been formally managed or
accepted by NISRA.
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Appendix A – Assessment Methodology
1. Introduction
Bridewell Consulting are certified by the UK’s National Cyber Security Centre (NCSC) for Cyber Security Consulting,
the Council for Registered Ethical Security Testers (CREST) for Penetration Testing, are PCI DSS QSA Company,
ASSURE Cyber Audit Company for aviation and are also a Certification Body for Cyber Essentials and Cyber Essentials
Plus under the IASME scheme. Bridewell have significant experience across supplier assurance, delivering
international supplier assurance programmes and holding industry leading accreditations for assurance services
with the NCSC.
The assessments in this review took place between October and December 2020. The Census solution matured
considerably during the assessment. The review also took into account the background and lessons from 2011
Census, 2017 Test, 2019 Rehearsal and recent international censuses.
There were several interim reports where findings where shared with the Census team for their validation and
action after each phase. Findings were validated with Census staff. Wider ONS, NISRA and DoF staff were also
consulted, including many from the wider business who do not have direct information assurance responsibilities.
The review team also called on the expertise of colleagues in the Company’s penetration testing and privacy
practices.
The stages of the review were:
Prepare, Plan and Agree Approach
Security Governance Review of security leadership, governance and risk management
Review of Processes, Operational Security and Security Design
Interim Report and validation
Review of assurance activity including audits and security tests to date
Interim Report and validation of assurance findings
Draft Final Report
Final Check of Remediations
Final Report Release
Early January 2021 when this report was finalised did not mark the end of the work of securing the Census: many
security related activities were in flight when this report was finalised. These notably include the later stages of
testing, and fine-tuning security event detection.
The time between the release of the protectively marked full version of this report and the Census itself allows
time for further security alterations to address any low risk findings. Therefore it is a snapshot and not a full picture
of the situation in March 2021, which will undoubtedly be an even better one.
The justification for the frameworks used is outlined in the main report but in summary they are at the intersection
of: best practice and regulatory requirements (especially NIST CSF and ISO 27001), and suitability to the solutions
that Census has developed (especially OWASP SAMM, suited to virtualised infrastructure-as-code development).
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Levels of maturity were assigned against the definitions overleaf which is a common practice in the information
security industry, building on the Software Capability Maturity Model. Maturity was also informed by Bridewell
Consulting’s considerable experience of benchmarking multiple other comparable organisations in government and
the private sector with the same schema and frameworks.
Some areas of manageable risk are to be expected. An axiom of security architecture is that security should be
value for money and proportionate to the threat, risk appetite and business need. The review took into account
the organisation’s risk appetite and risk context from NCSC, and the target for Census security which is realistic
rather than zero risk.
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1.1 Assessment Ratings
1.1.1 Maturity of Control
Maturity description statements
__________________

Documented policy, processes
and procedures are in place and
information is available to show
high level of understanding
across relevant areas.

Policy, processes and
procedures are automated
where possible to minimise
human error and/or maximise
efficiency and/or accuracy.

Process and/or control has
been highly optimised and
automated, providing
consistent levels of
effectiveness.

Processes are agile in nature
and able to respond
effectively to changes in
business, technology and
threats.

There are documented policy,
processes and procedures in
place, which are audited and
updated at defined intervals.

Policy, processes and
procedures are communicated
and understanding is assessed
and documented.

Controls are consistently
applied and implemented
effectively with metrics or
checking mechanisms in place
to measure effectiveness.

There are documented policy,
processes and procedures in
place to deliver requirements.
.

Policy, processes and
procedures are communicated
and understood.

Defined controls are
operating as intended and can
be evidenced appropriately.

Controls are consistently
applied across all appropriate
elements of the organisation.
Technology is delivering its
intended outcomes

Document policy, processes or
procedures are available but
are not consistently applied.

Execution of requirements are
inconsistent and/or have
minimal ownership.

There is a dependence on
individual knowledge rather
than documented procedure,
and a high likelihood of error
is likely.

There are technical controls
implemented but these are
not fully effective either in
terms of configuration,
application or management.
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There is evidence that the
organisation recognises a
requirement and the need for it
to be addressed.

There are no documented
policy, process or procedure to
address the requirement.

There is no technical control
in place that meets the
requirement

The organisation’s approach
is entirely reactive and/or
deemed ineffective.

There is a complete absence in
the control or no response has
been received to suggest
anything is in place.
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1.1.2 Risk Level of Findings
A complete absence of control or no evidence provided to suggest control is implemented. This could lead to a systematic
failure if left unresolved and represents a critical risk to the organisation.

A significant control deficiency which, if left unresolved, represents a high risk to the organisation.

A deficiency within a control’s operation and/or implementation which, if left unresolved, represents a medium risk to the
organisation.

An isolated, minor and sporadic deficiency which, if left unresolved, represents a low risk to the organisation.

Control appears to be operating as intended and is providing effective mitigation of risks but requires review for consideration.
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1.2 Assessment Methods



The assessment has followed an evidence-based approach to ensure a robust, repeatable and auditable
approach for each phase of the assessment.
The assessments were conducted remotely using video conferencing and used a blended approach of:
o Review of approved documents;
o Interviews with key stakeholders;
o Screen sharing of evidence, e.g. configurations;
o Follow-up on findings from the 2019 rehearsal, 2017, 2011 and international lessons learned;
o Meeting minutes & decision logs
o Project Documentation
o Risk registers
o Role Descriptions
o Authentic public documents, white papers, UKSA papers, github repositories.

1.3 Validation Sessions
Meetings were held with ONS and NISRA staff to ensure findings and maturity ratings were accurate.

1.3.1 ONS
Role

Date

Advisor Senior Practitioner
Head of Data Governance, Legislation and Policy
ONS Legal Services
Deputy Chief Security Officer
Security Operations Lead Practitioner
Security Senior Practitioner
Security Senior Practitioner
Head of Knowledge and Information Management
Data Access Platform Architect
Director of Population and Public Policy (Census Information Asset Owner)
Risk Advisor
Head of Field Operations (Risk Owner)
Senior Delivery Manager
Head of Operational Services
Risk Advisor
Risk Advisor
Head of CATD
Technical Architect
Chief Security Officer
Deputy Chief Security Officer

06/10/2020
13/10/2020
13/10/2020
14/10/2020
14/10/2020
14/10/2020
14/10/2020
27/10/2020
17/11/2020
19/11/2020
19/11/2020
25/11/2020
27/11/2020
30/11/2020
02/12/2020
02/12/2020
04/12/2020
04/12/2020
07/12/2020
07/12/2020
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1.3.2 NISRA
Role

Date

Census Security Manager
Census Office staff
Accreditor, Department of Finance
DPO and Head of Information Management, Department of Finance
IT Security Officer, Department of Finance
Infrastructure Manager for IT Assist Confidential
Census Information Asset Owner
Head of Information Protection and Cyber, Chief Strategy Officer

06/10/2020
13/10/2020
13/10/2020
19/11/2020
20/11/2020
23/11/2020
24/11/2020
27/11/2020
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Appendix B – Glossary of Acronyms
Acronym

Term in full

AES
API
BSIDs
CATD
CCS
CFODs
CHECK
CI/CD
CNI
CREST
CSF
CSIRT
CVE
DAP
DARC
DAST
DDoS
DIM
DLP
DPO
DSO
DST
EUD
FOI
GDS
GDPR
HMG
HTTPS
IA
IAM
IALO
IAO
IAR
ICO
IGB
IM
INVEST
IPA
ISF
ITHC
MDM

Advanced Encryption Standard
Application Programming Interface
Business Service Integration Documents
Cloud Architecture and Technical Design
Census Completion Survey
Census Field Operations Devices
NCSC-Authorised penetration tests of public sector and CNI assets
Continuous Integration and Continuous Deployment
Critical National Infrastructure
Council for Registered Ethical Security Testers
Cyber Security Framework by NIST
Computer Security Incident Response Team
Common Vulnerabilities and Exposures
Data Access Platform
Departmental Audit and Risk Committee
Dynamic Application Security Testing
Distributed Denial-of-Service
Departmental Information Manager
Data Loss Prevention
Data Protection Officer
Departmental Security Officer
Digital Services and Technology Directorate
End User Device
Focus of Interest
Government Digital Service
General Data Protection Regulation
Her Majesty's Government
Hypertext Transfer Protocol Secure
Information Assurance
Identity and Access Management
Information Asset Liaison Officer
Information Asset Owner
Information Asset Register
Information Commissioner’s Office
Information Governance Board
Incident Management
Independent, Negotiable, Variable, Estimable, Sized, Testable
Infrastructure and Projects Authority
Information Security Forum
IT Health Check
Mobile Device Management
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MFA
NCSC
NISRA
NIST
ONS
OSI
OWASP
PII
RMADS
RPO
RTO
SAMM
SAST
SDLC
SFTP
SIEM
SIM
SIRA
SLA
SMP
SOC
SPF
SPF
SSO
STRIDE
TLS

Multi-Factor Authentication, e.g. 2FA
National Cyber Security Centre
Northern Ireland Statistics and Research Agency
National Institute of Standards and Technology
Office for National Statistics
Open Systems Interconnection
Open Web Application Security Project
Personally Identifiable Information
Risk Management and Accreditation Document Set
Recovery Point Objective (data loss tolerated)
Recovery Time Objective (downtime tolerated)
Software Assurance Maturity Model
Static Application Security Testing
Software Development Life Cycle
Secure File Transfer Protocol
Security Information and Event Management
Subscriber Identity Module
Security and Information Risk Advisor
Service Level Agreement
Security Management Plan
Security Operations Centre
Security Policy Framework
Sender Policy Framework
Single-Sign On
Spoofing, Tampering, Repudiation, Information disclosure, Denial of service,
Escalation of privilege
Transport Layer Security
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