Data Access and Confidentiality Policy for Vital Statistics Data
The United Kingdom Statistics Authority (UKSA) Code of Practice for Official Statistics requires all producers of Official Statistics to publish a clear statement on confidentiality and access of data holdings used in producing statistical outputs. The Code of Practice was published in January 2009 and can be found at: www.statisticsauthority.gov.uk/assessment/code-of-practice/index.html
Data Access and Confidentiality

The Demography and Methodology Branch (DMB) has arrangements in place to protect the security of vital statistics data. There is a guarantee that no statistics will be published that are likely to identify an individual unless specifically agreed with them, while at the same time obtaining maximum value from the data we hold for statistical purposes by extending access to bona-fide and authorised third parties.

Vital Statistics Data

It is a legal requirement for individuals to register all births and deaths which occur in Northern Ireland and this is done through the General Register Office (GRO). Information is recorded at each birth and death and some of the information will appear in the birth and death registers while some of the information is not recorded in the register (e.g. Population Statistics Act information).

The law requires the Registrar General to make available indexes of the registers and provide certificates on payment of a fee. The Registrar General is also required to publish available statistical information on the number and condition of the population. 
The GRO indexes of the registers are held by year of registration of an event and are used to identify the required entry on the register and are essential in applying for a certified copy of the information on the register. While the form in which information from registers can be released is restricted by statute, disclosure of information on the register is not a breach of confidence whatever form it takes. This is because any person may search the indexes and obtain a certified copy. Legally, this makes the information “common knowledge” in that it is accessible to all i.e. it is discoverable by the public. 
Information available from the register includes the following variables:
Births







Deaths
Child’s Name






Deceased’s Name

Sex







Sex
Date of Birth






Date of Death
Place of Birth






Place of Death

Father’s Name





Usual Address

Father’s Occupation





Marital Status

Mother’s Name





Date and Place of Birth

Mothers Usual Address




Occupation

Mother’s Maiden Name




Cause of Death

Date of Registration 




Date of Registration 

In producing statistics from birth or death registrations any of the information collected may be used. However, where information is used that is not in the indexes or on the register, the statistics presented are not discoverable and hence are subject to disclosure control. 
DMB take the view that, rather than suppressing low counts or using some other form of disclosure control, where possible aggregation of groups is more appropriate. In cases such as age of mother at birth, which is not publically available, we may band the ages into five year age bands rather than give out individual ages or add several years’ data together before publishing. We will also look at the population at risk and if the data is at a Northern Ireland level we may release it without any aggregation but we are more likely to aggregate at lower geographical levels for non discoverable statistics.
In the case of cause of death while this is publically available derived statistics on the underlying cause of death are not discoverable and therefore caution must be used when producing any statistics on cause of death.

There is no need to use disclosure control for any geography (including Super Output Areas and Census Area Statistical Wards) or similar detailed variables that are based on information contained in the birth or death register because such information is discoverable. In particular, counts of registrations by area do not require any control. Where information by area is combined with other details on the register, judgement must be exercised if this leads to large proportions of zeros and ones in tables. If use is made of information that is not on the register, full disclosure control is needed.
Stillbirth’s information is different from births and deaths as it is completely confidential and the register is closed to the public. Therefore all stillbirth data is treated with caution and where possible aggregation will be used.

DMB look at each data request where data is not currently produced routinely and the amount of information we will provided will reflect a balance between the Registrar General’s legal responsibilities – to further the supply of data (e.g. in the public interest) and to protect confidentiality and privacy. 
Arrangements for maintaining the confidentiality of statistical data

DMB has its own information security management systems that are subject to regular internal audit. It includes issues relevant to physical, technical and organisational security.


Physical security

All DMB staff need a photographic security pass to gain access to the building. All floors have electronic secure pad access; the branch office accommodation is also securely locked with a further keypad. 

The vital statistics team access GRO data through a secure database link. The data is held on a private data server with access only to direct members of the vital statistics team (3 staff). 

All computer equipment is locked down and all accounts have username and strong password access only. All machines have as standard a locked screen saver with password protection when the computer is sitting idle. All computers are attached to desks with cable-locks and all laptops are equipped with Iron Keys for restricted access.

Any visitors are accompanied in the building at all times and can only access the building with a member of staff who has a security pass that allows access.
All staff who work with vital statistics data receive appropriate security checks along with online Data Protection training and they are issued with a security related advice, guidance policies and procedures.

Technical security

Databases are held on a network drive only accessible to the vital statistics team. Personal or sensitive data are not removed from the network without the prior agreement of either the Head of Demographic Statistics or the Assistant Registrar General. Microdata can only be physically transferred using an Iron Key or secure encrypted e-mail (using ULTIMACO encryption technology). 
Organisational security

The oversight roles and responsibilities DMB has in place to deliver an effective governance regime are outlined in the DFP Data Protection Policy (http://www.dfpni.gov.uk/publications-how-we-make-decisions-internal-communications-data_protection_staff_handbook) which documents staff responsibilities.

Disclosure Security
For vital statistics information that is not already in the public domain, we will not release sensitive personal information where that information may lead to identification of individuals.  We will look at each request where the data is not available publically and review whether it is in the best interest of the public to release it.

For each of our statistical and data releases, we will assess the risk of disclosure based on the following: 

· Level of aggregation of the data; 

· Number of tables produced from each dataset; 

· Likelihood of identification; 

· Size of the population at risk; and

· Consequences of disclosure.

Arrangements for providing controlled access to micro-data
We only release micro-data to bona-fide and authorised third parties after agreement by the Head of Demographic Statistics and the Assistant Registrar General and all parties must sign the Licence Agreement:


[image: image1.emf]GRO_Licence_Agree ment.doc


In order to satisfy the requirements of the Data Protection Act 1998, recipients of vital statistics data must adhere to the principles as laid out in the Act. Any organisation or individual requesting extracts of data is obliged to complete the confidentiality agreement prior to the issue of data. Within the agreement, it states that the recipient will guarantee that no outputs are produced that are likely to identify an individual. The third party must ensure that any reports, papers or statistical tables derived from the dataset that are published or released to other organisations must adhere to our disclosure policy. The third party will have agreed that all releases of data must be approved by us and that all outputs resulting from access to these data must meet the guarantee contained in the Principles of the Code of Practice for Official Statistics.

Full details of all authorised access to our micro-data are available upon request.
Freedom of Information (FOI)

While requests under FOI are treated on a case-by-case basis, the presumption is that requests for individual statistical records will be rejected. The legislation contains exemptions and processes that protect confidential information. 
Requests for information

All requests for information will be dealt with in a timely manner. All requests will be treated fairly and without prejudice, taking into account the public interest, the requirements of the Data Protection Act (1998) and Freedom of Information Act (2000). Guidance on the Data Protection and Freedom of Information Acts can be found at the Information Commissioners website at www.ico.gov.uk . 
Demography and Methodology Branch
April 2011
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GRONI VITAL EVENTS LICENCE AGREEMENT

(To be read and signed by project leader and all support staff)

Microdata Being Accessed





Organisation Name:



Project Leader:

Position in Organisation:

Address:







Email Address:


Phone Number:


I, the undersigned, declare:

1. that the detailed project information supplied in Annex A is accurate to the best of my knowledge;


2. that additional project contributors will only be allowed access to the data after they have signed a licence agreement and GRO approval has been granted;


3. that the data released to me will be used only for the approved purposes identified above;

4. that there will be no matching or linking of the data released to me to other data sources beyond those described in Annex A;

5. that I will not divulge the data to any party not directly connected with the project except in the form of conclusions drawn from it;


6. that the data will be processed at the institute(s) stated above, in accordance with the principles and conditions set out in the Data Protection Act 1998 and with proper safeguards to ensure confidentiality.  I understand this requires me to register any electronic processing of personal information with the Data Protection Registrar;


7. that when the project is concluded data supplied by NISRA and any copies including temporary copies, CDs, printed copies, back-ups, derived datasets and all electronic copies will be destroyed or returned to NISRA;


8. that I will not publish the name of any person identified in the data nor any information that would enable any such person to be identified.  If, subsequent to release, it appears possible that there is a risk of disclosure, NISRA will be informed immediately;

9. that I will acknowledge in any publication that the data used includes data supplied by NISRA with the permission of the Registrar General for Northern Ireland;


10. that if the project requires contact with any person identified in the data or with his or her relatives, I will not make such contact without the prior consent of the Registrar General for Northern Ireland.  If such consent is given, the Registrar General will indicate appropriate methods of approach;


11. that the focus of the project is statistical research/analysis and the data will not be used for any other purpose, including personal or commercial gain;

12. that all staff involved in the project understand that the breach of any of the provisions of the licence may result in sanction being sought against those named on the licence.  These may include legal proceedings taken by NISRA for breach of obligations under statute or common law;

13. that the licence holder is required to report promptly a breach of any of the terms of the licence to the Registrar General for Northern Ireland.  Failure to disclose details is a fundamental breach of the licence;

14. that if the project requires data to be supplied on an annual basis a new licence agreement must be submitted at the beginning of each calendar year; and

15. that I have made the contents of this Declaration known to all members of staff accessing the data supplied by NISRA and I accept full responsibility for ensuring they observe its conditions.  All these members of staff have been listed in, and have signed, Annex B.

SIGNED:







(Project Leader)


DATE:

COUNTERSIGNED:





(GRO Use Only)


DATE:
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ANNEX A


APPLICATION FOR DISSEMINATION OF GRONI VITAL EVENTS MICRODATA 


Organisation Name


Brief Description of Information Required by Your Organisation


Variables to be included in data extract


1a – Why do you require this information from NISRA?  What will the data be used for; statistical outputs, data linkage etc?


1b – Are all the purposes which you use the data for captured in the Licence Agreement?  Are you likely to use the data for purposes not captured in the Licence Agreement?


1c – If we were to ask you to be more specific on why you want to use the GRONI vital events data than is on your Licence Agreement could you do so?


1d – Do you have written approval from the Department of Health Social Services and Public Safety in Northern Ireland (DHSSPSNI) or another Government Department?


2 – Why is microdata required?  Would cross-tabulations of data be suffice?  Can any variables from your list be removed?  Can the data be supplied less frequently?


3 – Do you have statutory authority to process microdata (patient consent, public sector formal legal basis, public interest defence)?

4 – Do you have ethical approval for your research?  If yes, can you provide evidence of this?


5 – How will the microdata be stored on your systems (secure server, local PC etc)?


6 – Who will be able to access the data within your organisation?  Are all these members of staff listed in Annex B of your licence agreement?


7 – Do you have written confidentiality protocols for your staff?  If yes can you supply these written protocols?


8 – Are you intending to allow anyone from outside your organisation to view the microdata or will you create outputs for people outside your organisation?


9 – If you intend to create outputs from the data, do you have statistical disclosure control policies in place?  If yes can you supply those written protocols?


10 –Are you aware you will be required to reference GRO/NISRA in your statistical outputs?  (We can supply a standard form of words to be used.)

11a – Are you aware of the Code of Practice for Official Statistics?  It is available on-line at  http://www.statisticsauthority.gov.uk/assessment/code-of-practice/index.html (Specifically Principle 5).


11b Are you aware and do you use the protocol on Data Security and Confidentiality?  (See http://www.statisticsauthority.gov.uk/national-statistician/ns-reports--reviews-and-guidance/national-statistician-s-guidance/index.html)

12 – If you received a formal request for statistics outside your specific data transfer agreement how would you handle this?


Would you make GRO/NISRA aware of the request?  Would you respond to that request?


13 – Any other information that you believe to be relevant (e.g. position in Great Britain, Republic of Ireland, further relevant local protocols or audits etc)
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ANNEX B


Staff Declaration


I acknowledge and agree to comply with the terms and requirements of the GRO Vital Events Licence Agreement and to comply with any additional conditions that NISRA may consider necessary before approving access to the data.


  Name



Signature



Date






















GRONI Vital Events Licence Agreement  
 
                                                   September 2011
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